Process for sending files with

DoD Safe



No need to send documents
to DIRAUX by US Mail




Simple

Process

* Send an email to (d05-smb-d5-diraux@uscg.mil)
DIRAUX shared inbox requesting a “DoD Safe
Drop”

* DoD Safe then sends you an email with
instructions
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Click on the link
sent

& Back da, Wn wp Bl Archive

[DoD SAFE] Submission of New Member Application

E3 Move

Ei Delete

0 Spam

Yahoo/Inbox

NoReplyTo@mail.mil <noreplyto@mail.mil=
To: feinbergp2000&yahco.com

Paul Feinberg,

This is a request from REVIS.JOANNE.LUCUS of DHS.

Please click on the link below and drop off the file or files | have requested.

The link is only valid for 14 days from the time of this email and can only fulfill the request once.

drop-off has been compleTEa.

More informationisiodtbe cote beloy

https://safe.apps.mil/req.php?req=2DtFe252aNYT

— Note —
Mr. Feinberg,

= Wed, Mar1at3:37 PM vy

The link is expired after the

Here is the request for the drop you requested. Please ensure that you check the block to indicate that there is Pll on the
attachment. You will not be prompted for this, you will have to check the block from the screen. When it's done, please send
the pass phrase you created to the DIRAUX shared inbox. This will allow for me to open the document when | receive the

notification. Thank you.

VR,
Joanne Revis

REVIS.JOANNE.LUCUS
joanne.l.revis@uscg.mil
DHS

*

@ »

Reply, Reply All or Forward
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This information system is approved for CUI and PII/PHI data

Ogged on as user: Gu

© DoD SAFE

A Home & Drop-Off I Pick-up © Help

PLEASE NOTE

NO CLASSIFIED INFORMATION IS ALLOWED ON DOD SAFE

Any files containing CUI/PII/PHI must be encrypted prior to uploading or by checking the Encrypt every file box in this form!

It is the user's responsibility to only send files containing CUI/PHI/PII to cleared recipients with appropriate safeguards to protect the information.

Uploaded files are scanned for viruses.

Do not share or disclose drop-off information in public forums.

This web page will allow you to drop-off (upload) one or more files (up to 8 GB total) for a DoD user. The recipient will receive an automated email containing the
information you enter below and instructions for downloading the file.

DoD SAFE does not guarantee delivery of documents within a specified time period under 4 hours. File transfers of malware or malicious files are not supported.

From:

[ Paul Feinberg <feinbergp2000@yahoo.com>

Short note to the Recipients:

pt every file (REQUIRED FOR CUI, PII, AND PHI)
Send me an email when the Drop-Off is completed
Send me an email when each recipient picks up the files

Mr. Feinberg,

Here is the request for the drop you requested. Please ensure that
the block to indicate that there is Pll on the attachment. Y
prompted for this, you will have to check the bloc|
done, please send the pass phrase you
This will allow for me to open t
* Note should not coptad

reen. When it's
IRAUX shared inbox.
when | receive the notification.

. PHI, or the Encryption Passphrase
570/ 1000 left

[[] Confirm that the files in this upload do NOT contain classified information. By checking this box, you are confirming that the files do not contain classified
information and are aware that your organization will be held accountable for non-compliant data sent through the system.

Click to Add Files or Drag Them Here I j

INSTRUCTIONS

After clicking the link in the
email, you will be taken to
DoD Safe

Check the box at the bottom
to confirm that the file does
NOT contain classified
information

If the file being sent has
Personal Identity Information
(PIl) then check the first box
so that it gets encrypted

It will then prompt you to
enter a passphrase
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This information system is approved for CUI and PII/PHI data

& DoD SAFE

A Home & Drop-Off & Pick-up © Help

PLEASE NOTE Encryption Passphrase

NO CLASSIFIED INFORMATION IS ALL{Q This passphrase will not be sent to the recipients.
You need to do this yourself.

Any files containing CUI/PII/PHI must be encr) is form!

Passphrase: ‘ . |
to protect the information.

It is the user's responsibility to only send files cof

Uploaded files are scanned for viruses. And wyaky: I
8 . . Must be at least 10 characters
Do not share or disclose drop-off information in| [
This web page will allow you to drop-off (uplo: receive an automated email containing
information you enter below and instructions for do g (A I N ST R U CTI O N S

* Enter and re-enter a
From: passphrase and select

[Paul Feinberg <feinbergp2000@yahoo.com> ]
To: O K

[ savis JouwE10cus gomeirrsewcpi— IS | + Remember to send this

Short note to the Recipients: passphrase you Created

Mr. Feinberg, Encrypt every file (REQUIRED FOR CUI, PII, AND PHI)
5 . .
Here is the request for the drop you requested. Please ensure that you check emcl me i emt whien ke Drop-OTh s completed tO th e D I R A U X S h ar ed

the block to indicate that there is Pll on the attachment. You will not be Send me an email when each recipient picks up the files
prompted for this, you will have to check the block from the screen. When it's .
done, please send the pass phrase you created to the DIRAUX shared inbox. I n b OX afte r yo u g e t
This will allow for me to open the document when | receive the notification.
* Note should not contain CUI, PII, PHI, or the Encryption Passphrase t h r O H
ugh these slides
o H
P contain classified * Then select “Click to Add

570 / 1000 left
Files or Drag Them Here”

DoD SAFE does not guarantee delivery of documents within a specified time period under 4 hours. File transfers of malware or malicious files are not supported.

4 Confirm that the files in this upload do NOT contain classified information. By chcckmg thls box you are confizmi
information and are aware that your organization will be held accountable for non-cah PUagn the system.

Click to Add Files or Drag Them Here




Name Date Modified Size Kind

= Enrollment Form - Asher Chaudry (Flotilla 054-23-04).pdf Today at 8:11 PM 32.9MB PDF Document
= DoD Safe.pptx Yesterday at 10:18 PM 5.8 MB PowerPoint Presentation (.pptx)
= a7007_Rev 11_23-04 (SOUTH RIVER).pdf Yesterday at 8:41 PM 671 KB PDF Document

INSTRUCTIONS

* File Explorer (PC) or
Finder (MAC) will open
automatically

* Find the file(s) you want
to upload

e Click on the file(s) that
you need to send

e Click “Open” at the
bottom right of the
screen (not shown here)

* Note: MULTIPLE files can
be sent on this one Safe
drop. Make sure each
file is in its own
separate PDF
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This information system is approved for CUI and PIL/PHI data

Do not share or disclose drop-off information in public forums.

This web page will allow you to drop-off (upload) one or more files (up to 8 GB total) for a DoD user. The recipient will receive an automated email containing the
information you enter below and instructions for downloading the file.

DoD SAFE does not guarantee delivery of documents within a specified time period under 4 hours. File transfers of malware or malicious files are not supported.

From:
l Paul Feinberg <feinbergp2000@yahoo.com:> l
To:
o |
Short note to the Recipients:
Here is the request for the drop you requested. Please ensure that you check Encrypt every file (REQUIRED FOR CUL, PII, AND PHI)

the block to indi_cate tha! there is Pll on the attachment. You will not be . Send me an email when the Drop-Off is completed
prompted for this, you will have to check the block from the screen. Wheniit's . . L. . S C O S
done, please send the pass phrase you created to the DIRAUX shared inbox. Send me an email when each recipient picks up the files I N TRU TI N

This will allow for me to open the decument when | receive the notification.

Thankyou y * If previous steps done
* Note should not contain CUL, PII, PHI, or the Encryption Passphrase
570/ 1000 left correctly, you should see
the file name appear
below
* Enter File Description

Confirm that the files in this upload do NOT contain classified information. By checking this box, you are confirming that the files do not coptaé
information and are aware that your organization will be held accountable for non-compliant data sent through the system.

Click to Add Files or Drag Them Here

Files are not uploaded yntil Send I

Send Dro~ -~

Filename Size File Description

1: Enrollment Form - Asher Chaudry (Flotilla ©5.. 314MB ‘Enrollmenthrm and Birth Certificate | 3¢

314 MB /8192 MB

Security | About DoD SAFE | & Accessibility | New Functionality Request

WARNING! This Department of Defense internet computer system is subject to monitoring at all times.
Unauthorized access is prohibited by Public Law 99-474 (The Computer Fraud and Abuse Act of 1986). Users are advised to read and agree to the Security Notice.
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This information system is approved for CUI and PILPHI data

'

Update 3

Uploaded files are scanned for viruses.

Do not share or disclose drop-off information in public forums.

This web page will allow you to drop-off (upload) one or more files (up to 8 GB total) for a DoD user. The recipient will receive an automated email containing the
information you enter below and instructions for downloading the file.

DoD SAFE does not guarantee delivery of documents within a specified time period under 4 hours. File transfers of malware or malicious files are not supported.

From:

l Paul Feinberg <feinbergp2000@yahoo.com>

To:

REVIS_ JOANNE LUCUS <joannelrevis@uscg.mil> - +

Short note to the Recipients:

Here is the request for the drop you requested. Please ensure that you check Encrypt every file (REQUIRED FOR CUI, PII, AND PHI)

the block to indicate that there is Pll on the attachment. You will not be Send me an email when the Drop-Off is completed
prompted for this, you will have to check the block from the screen. When it's . . p . . P
Send me an email when each recipient picks up the files

This will allow for me to open the document when | receive the notification.
Thank you.
Pl

* Note should not contain CUI, PII, PHI, or the Encryption Passphrase
570/ 1000 left

B3 Confirm that the files in this upload do NOT contain classified information. By checking this box, you are confirming that the files d n classified

information and are aware that your organization will be held accountable for non-compliant data sent through the system.

Click to Add Files or Drag Them Here Send Drop-off

Files are not uploaded until Send Drop-off is clicked.

Filename Size File Description

1: Enrollment Form - Asher Chaudry (Flotilla @5.. 31.4MB |Enro||ment Form and Bir‘thCertiﬁca‘ti‘ b 4

31.4MB /8192 MB

Security | About DoD SAFE | ¢ Accessibility | New Functionality Request

WARNING! This Department of Defense internet computer system is subject to monitoring at all times.

INSTRUCTIONS

Then click on “Send
Drop-off”
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L Update :

This information system is approved for CUI and PII/PHI data

Drop-Off Completed

Your files have been sent successfully.

This drop-off is encrypted with a passphrase

Sender: Submitted:
Paul Feinberg <feinbergp2000@yahoo.com> Guest ] [2023'03'02 01:40:42 UTC
Comments: Completed:
Mr. Feinberg, [2023<03-02 01:40:46 UTC
Request Code:
Here is the request for the drop you requested. Please ensure that you
check the block to indicate that there is Pll on the attachment. You will [2dterS2anyt

not be prompted for this, you will have to check the block from the
screen. When it's done, please send the pass phrase you created to the
DIRAUX shared inbox. This will allow for me to open the document
when | receive the notification. Thank you.

VR,

Recipients

Show | 10 v;cntri(‘s
Recipient

REVISJOANNE.LUCUS <joanne l.revis@uscg.mil>

Showing 1 to 1 of 1 entries

Files

Show | 10 v entries

Filename 4 Description ::i:
o .
. Fivollinent Foem o Axler Chinilry (Riota sl =0 ruent Form: & Rirth 314 MB

23-04).pdf Certificate

Print Details

« < 1 > »

Search:

SHA-256 Checksum

F14D1C8533043D615F38D956C3C32AA3
9456BFAC918FD4195DFE6OFA487D877F

Once the upload completes,
you will see this screen

Says “Your files have been
sent successfully

You’ll see your file or files
listed below

Select “Print Details” (upper
right) for your records



Email
Confirmation will
automatically be
sent to you from

NGSafe
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[DoD SAFE] Confirmation of Completed Drop-off FyeMma7KcbswTpoK Yahoo/Inbox 57

f noreplyto@mail.mil = \Wed, Mar1at 8:40 PM ¥y
To: feinbergp2000&@yahoo.com

This is an automated message sent to you by the DoD SAFE service.

This is a confirmation that the Drop-off you recently submitted has been successfully sent to the recipient. The email that the
recipient received stated:

Mr. Feinberg,

Here is the request for the drop you requested. Please ensure that you check the block to indicate that there is Pll on the
attachment. You will not be prompted for this, you will have to check the block from the screen. When it's done, please send
the pass phrase you created to the DIRAUX shared inbox. This will alfow for me to open the document when | receive the
notification. Thank you.

VR,
Joanne Revis

Drop-off Details:

Drop-off Submitted: 2023-03-02 01:40:42 UTC
Drop-off Completed: 2023-03-02 01:40:46 UTC
Claim 1Dz FyelmaTKcbswTpok
Claim Passcode: ¥q39ATUKSkydypD

This drop-off is encrypted. For recipients to be able access the Drop-off files, you must provide them with the passphrase that
is known only to you.

— Sender —

MName: Paul Feinberg
Organization: Guest

Email Address: feinbergp2000&yahco.com

— Recipient —
Mame: REVIS.JOANNE.LUCUS
Email: joanne. |.revis@uscg.mil

Recipient URL: https://safe.apps.mil/pickup.php?claimlD=FyeMma7kcbswTpoKérecipCode=UvbzxS
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Announcements

New features in DoD SAFE 1.7 such as:

» Improved user guide now available
directly on SAFE website.

» Expired drop-offs can be viewed.

« Subset of files in a drop-off can be
downloaded in a zip.

» Selected recipients can be re-sent a drop-
off.

» Drop-off screen Ul enhancements to
streamline file drop-off process.

DoD SAFE is approved for CUI/PII/PHI file
exchange, but files must be encrypted. How do I
encrypt files?

Logged on as user: Guest
& DoD SAFE

M Gmail @3 YouTube B¥ Maps @ Firearm Licensing...

This information system is approved for CUI and PII/PHI data

FAQ Quick Clicks
* How secure is DoD SAFE?
« Can SAFE be used for backup storage?

» What if my email address was recently
Dl'Op-Off PiCk-Up Help changed and I am having issues logging
into DoD SAFE?
*» Why is my CAC not working?
a2 * Why is my PIV not working?
recipient) « How do I send files?

Upload files to send to others  Download files sent to you Get help using DoD SAFE
must have request code from

* What kind of files can I send?
+ How long are Drop-offs active? 5
» How does DoD SAFE handle file
using Department of Defense (DoD) Secure Access File Exc ange (SAFE) {sastets comtxining mklysce o
. e
» Files mus{ge pncl\ed up w 1thm 7 da)x of Drop- . After that, files are automatically deleted from DoD SAFE.
« File size, cus a) cction type, and number of files are factors in the total upload/download time of files. DoD d

SAFE is not rncommended for time sensitive file transfers.
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AUXHOME

U.S. Department of Homeland Security
United States Coast Guard Auxiliary

| JOIN US NOW! | LEADERSHIP | AUX MEMBERS IDIRECTORATESl UNITS

’ AUXASSOC. I COAST GUARD

Friday, January 06, 2023

=X usce Aux

5 Auxweb
Division 23

Central Chesapeake

Division 23 Contact and Meeting Information

Serving the http://wow.uscgaux.info/content.php?unit=054-23 Area

MEETING INFORMATION

District 5SR Meeting Location " TT AVENUE CHESAPEAKE BEACH
: Meeting Time 1ST THURSDAY of each m\ynth, at 19:00 hours.
Flotillas Contact Em#l: skamnaza@aol.com

» About Division 23
Staff List

INQUIRIES:

Qur Mission

Division Commander (DCDR
Margaret J. Butler

What's New

mbutler@usa.com
C: (301) 466-4299, W: (571) 227-3966

Training Calendar

Division Vice Commander (VCDR)
Mark Stephen Campbell

Division Calendar

Human Resources (SO-HR)

Boating Courses

David Richard Keyser

Chesapeake Chatter

Vessel Examination

Join Us!

Navigation Systems

AuxData Il Training

D23 Emergency Plan @

* Contact email needs to
be Margaret’s; this is
John Leben’s email
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